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0R]LOOD�LV�D�JOREDO�FRPPXQLW\�ZLWK�D�PLVVLRQ�WR�SXW�WKH�SRZHU�RI�WKH�:HE�LQ�SHRSOHȇV�KDQGV��$V�D�QRQSURȴW�
organization, Mozilla has been a pioneer and advocate for the Web for more than 15 years and is focused on 
creating open standards that enable innovation and advance the Web as a platform for all. We are committed 
to delivering choice and control in products that people love and can take across multiple platforms and 
devices. For more information, visit blog.mozilla.org/press

About Mozilla
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)LUHIR[� 26� VPDUWSKRQHV� DUH� WKH� ȴUVW� GHYLFHV� SRZHUHG� FRPSOHWHO\� E\� :HE� WHFKQRORJLHV�� <RX� JHW� WKH�
performance, personalization and price you want in a smartphone packaged in a beautiful, clean, intuitive, 
and easy-to-use experience. 

Firefox OS introduces a brand new concept for smartphones. Adaptive app search literally transforms the 
phone to meet your needs at any moment, without the need to download anything. Search for your favorite 
music artist and get app results to buy songs, listen instantly, buy concert tickets and more. Adaptive app 
search makes it possible for you to access one-time use or downloadable apps and gives you a completely 
customized experience with the exact content you want, when you want it.

Firefox OS also includes all the things people expect from a smartphone — calls, messaging, email, camera 
 — and those that they want, such as built-in social integration with Facebook and Twitter, location-based 
VHUYLFHV�OLNH�1RNLD�+(5(�PDSV�ZKLFK�LQFOXGH�ORFDO�WUDQVLW�DQG�WUDɝF�LQIRUPDWLRQ��PXFK�ORYHG�IHDWXUHV�OLNH�
the Firefox Web browser, the Firefox Marketplace and much more.

Our vision is to create a more powerful, open Web, so as more browsers adopt the open Web technologies 
that power Firefox, Firefox OS and Firefox for Android, you will be able to take the apps you purchase with you 
across other platforms and devices. Firefox OS also delivers the exceptional security, privacy, customization 
and user control that you have come to expect from the Firefox Web browser.

About Firefox OS
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ZTE Open
1GHz Processor, 256MB RAM, HVGA display

Dimensions: 114 x 62 x 12.5mm 
Screen: Capacitive TouchScreen TFT 3.5“ 320x480,262K color 
.H\ERDUG��9LUWXDO�4:(57< 
Camera: CMOS Still Image Capture Resolution (in MP) 3MP FF(interpolation) 
Chipset: Qualcomm Snapdragon MSM 7225A, 1GHz 
GPS / A-GPS 
Battery capacity: 1200 mAh 
Talk time: 9 hours 20 minutes 
Standby time: 7.8 days 
Radio: Stereo FM 
Micro USB 2.0 high speed

Data and Wireless standards: 
UMTS/HSDPA/HSPA/HSPA+: MSM7225A: HSPA (7.2 Mbps DL / 5.76 Mbps UL) 
GSM 850/900/1800/1900 
%OXHWRRWK��Y�����('5SRZHU�FODVV��FODVV��3URȴOHV��+63�+)3�633�3URȴOHV 
:Lȴ��������E��J��Q

Memory and RAM: 
Internal memory: 512MB NAND + 256MB DDR SDRAM 
End user memory: 130MB 
Maximum capacity of external memory card (GB): 32GB
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Alcatel One Touch Fire
1GHz Processor, 256MB RAM, HVGA display

Dimensions: 115 x 62.3 x12.2mm 
Screen: Capacitive touch, 3.5” HVGA 
.H\ERDUG��9LUWXDO�4:(57< 
Camera: 3.2 MP 
Chipset: Qualcomm Snapdragon MSM7227A, 1 GHz CPU 
GPS / A-GPS 
Battery capacity: 1400 mAh 
Talk time: up to 6.7h(2G), 3h(3G) 
Standby time: up to 280h(2G) 
Radio: Stereo FM 
Micro USB 2.0 high speed

Data and Wireless standards: 
UMTS 900/2100 and 850/1900/2100 - 3G Data up to 7.2Mbps DL and 384Kbps UL 
GSM (850/900/1800/1900) 
Bluetooth v3.0 A2DP 
:Lȴ��������E��J��Q

Memory and RAM: 
Internal memory: 512MB NAND + 256MB RAM 
End user memory: 160MB 
Maximum capacity of external memory card (GB): 32GB
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Getting Started with Firefox OS 

We think Firefox OS is a great new smartphone experience for people who 
want to upgrade from basic feature phones and who will be experiencing 
D�VPDUWSKRQH�RU�FRPLQJ�RQOLQH�IRU�WKH�ȴUVW�WLPH�

Because Firefox OS is built entirely using HTML5 and open Web 
technologies, it is free from the rules and restrictions of existing 
proprietary platforms, allowing developers, handset manufacturers and 
operators to innovate without boundaries, to provide people with the 
best smartphone experience possible. 

Firefox OS is packed full of features and apps, but we included the 
highlights in this guide. It’s also worth pointing out that despite being 
Web-based, Firefox OS always provides you with access to all the core 
SKRQH�IHDWXUHV�OLNH�\RXU�FRQWDFWV�RU�FDOHQGDU�ZKHQ�\RXȇUH�RɞLQH��
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Setup Guide 
:KHQ�\RX�ȴUVW�WXUQ�RQ�\RXU�)LUHIR[�26�SKRQH��\RX�ZLOO�EH�SUHVHQWHG�ZLWK�
a simple Setup Guide. This guide walks you through the steps of setting up 
the language, WiFi, data, location, correct time zone and date. It’s important 
to ensure all these details are up to date for the optimal performance of 
your phone.

Towards the end of the Setup Guide, you will be asked if you would like 
to help improve Firefox OS by sharing certain data about performance, 
KDUGZDUH� DQG� FRQȴJXUDWLRQV� WR� KHOS� PDNH� WKH� RSHUDWLQJ� V\VWHP� HYHQ�
EHWWHU�� $V� D� QRQ�SURȴW�� 0R]LOOD� XVHV� WKLV� GDWD� IRU� WKH� VROH� SXUSRVH� RI�
improving the operating system (see Privacy & Security section for more 
RQ�WKLV���<RX�FDQ�DOVR�RSW�WR�VXEPLW�DQ�HPDLO�DGGUHVV�WR�EHFRPH�SDUW�RI�
the Mozilla community and be alerted to new products or Mozilla events.

Facebook Social Integration
If you select the Facebook contact import option in the Setup Guide, you 
simply insert your Facebook credentials and then select which contacts 
you wish to import. When you go to your phone contacts, you will see each 
person’s associated Facebook photo, phone number and email address, 
home location and the ability to quickly message them either via SMS or 
HPDLO��LI�OLVWHG���<RX�DOVR�KDYH�WKH�RSWLRQ�WR�SRVW�D�PHVVDJH�WR�WKHLU�ZDOO��
YLHZ�WKHLU�)DFHERRN�SURȴOH�RU�KLJKOLJKW�WKHP�DV�D�IDYRULWH�FRQWDFW��ZKLFK�
automatically pushes their entry to the top of your contacts list).
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Phone Tour 
The phone tour appears after you set up your device. It is designed to provide a simple overview of how to 
navigate, change your phone’s settings and use Firefox OS, including how to browse, delete or move apps 
DQG�KRZ�WR�TXLFNO\�DFFHVV�QRWLȴFDWLRQV�

The Lock Screen and Setting a PIN
Once you are through the Phone Tour, you are presented with the lock screen. By swiping up, you can 
HLWKHU�XQORFN�WKH�SKRQH�RU�JHW�GLUHFW�DFFHVV�WR�WKH�FDPHUD�WR�WDNH�D�SKRQH�RU�VKRRW�YLGHR��<RX�FDQ�DOVR�
set a PIN to protect the content on your device by going to ‘Settings / Phone Lock / Passcode lock’ and 
entering a PIN.

1RWLȴFDWLRQV�3DQHO
7KH�)LUHIR[�26�1RWLȴFDWLRQV�3DQHO��ZKLFK�LV�DFFHVVHG�E\�VZLSLQJ�GRZQ�IURP�WKH�WRS�RI�WKH�VFUHHQ��
provides an easy way to see missed calls, voicemail, SMS text messages and any other activities on your 
phone. It also allows for quick access to: phone settings      , data usage, WiFi      , operator data     , 
Bluetooth       or Airplane mode     .  
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Setting up Email  
A number of email services are supported by the email setup wizard 
LQFOXGLQJ�*PDLO��:LQGRZV�/LYH�0DLO�DQG�<DKRR��0DLO��<RX�MXVW�QHHG�WR�HQWHU�
your email credentials to get started. For more advanced email users, there 
is a manual mail setup option which includes support for Exchange, SMTP 
or IMAP email providers, and can help you use multiple accounts. Email 
also supports viewing photos and adding them as attachments from within 
the Gallery app     . Before composing an email, we recommend you turn 
on ‘Word Suggestion’ by going to ‘Settings / Keyboard / Word suggestion,’ 
which will bring up word suggestions as you type an email or text message.



Firefox Web Browser 
Firefox OS phones, of course, come with the Firefox Web browser, which is 
used by hundreds of millions of people worldwide. As always with Firefox, 
you can use the Awesome Bar (URL Bar) to get where you want to go 
quickly. Just start typing your search term and the autocomplete function 
includes possible matches from your browsing history and bookmarked 
sites. Firefox learns as you use it — over time, it adapts to your preferences 
DQG�RHUV�EHWWHU�PDWFKHV��

The Firefox Web browser also allows you to easily add your favorite sites 
to your bookmarks or add them as shortcuts on your home screen by 
navigating to a website and then selecting the star icon        and choosing to 
either ‘Bookmark’ the site or ‘Add to home screen.’ The Firefox Start page 
provides quick access to your Top sites, Bookmarks and History, while Tabs 
let you multitask by simultaneously browsing more than one Web page.

)LUHIR[�RHUV�WKH�0R]LOOD�SLRQHHUHG��Do Not Track feature, so you can tell 
advertisers that you’d like to opt out of tracking used for advertising  — this 
is turned on in Firefox OS settings. More on this in the Privacy and Security 
section.
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Camera 
The camera can be accessed in two ways, either directly from the  
lock-screen for quick access to ensure you don’t miss those fast moving 
PRPHQWV��RU�E\�VHOHFWLQJ�WKH�FDPHUD�DSS�IURP�WKH�KRPH�VFUHHQ��2Q�ȴUVW�
starting the camera, you will be asked whether you want it to use your GPS 
location to tag your photos  — this embeds the GPS coordinates of where 
you take your photos within the image (this data is not collected by Mozilla 
or its partners, it is only embedded in your photos), to allow you to more 
easily categorize your photos at a later date. The camera app also lets you 
shoot video by selecting the video icon       at the bottom right of the screen. 

Gallery, Image Editing and Sharing Your Photos with Twitter
After taking photos, you can easily edit them in the Photo Gallery using 
WKH�EXLOW�LQ�SKRWR�HGLWRU��E\�VHOHFWLQJ�WKH�SHQ� LFRQ� � � � ��+HUH�\RXȇOO�ȴQG�D� 
number of useful image editing features including:
 Exposure
� <RX�KDYH�WKH�DELOLW\�WR�LQFUHDVH�RU�GHFUHDVH�H[SRVXUH�WR�HQVXUH�\RX�JHW� 
� WKH� YHU\� EHVW� SKRWR�� <RX� FDQ� VDYH� WKH� QHZ� YHUVLRQ� RI� \RXU� SKRWR� WR� 
 your gallery and keep the original image.
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 Crop
 Even great looking photos need to be cropped. With the Crop feature,  
 you’re presented with a number of popular crop ratios like 2:3, 3:2  
� RU������ZKLFK�KHOSV�MXGJH�WKH�FRUUHFW�VL]H�ZKHQ�SODQQLQJ�WR�SXW�SKRWRV� 
� LQ� IUDPHV�RU�DOEXPV��<RX�FDQ�PDNH�WKH�FURS�DUHD� ODUJHU�RU�VPDOOHU�E\� 
� GUDJJLQJ�WKH�ERUGHU�WR�ZKHUH�\RX�ZDQW�LW�XQWLO�\RX�ȴQG�WKH�FURS�RSWLRQ� 
� PRVW� VXLWDEOH� IRU� \RXU� SKRWR�� <RX� FDQ� VDYH� WKH� QHZ� YHUVLRQ� RI� \RXU� 
 photo to your gallery and keep the original image.

� (HFWV
� 7KHUH� DUH� D� QXPEHU� RI� ȴOWHUV� RU� HHFWV� WKDW� FDQ� FRPSOHWHO\� FKDQJH� 
 the look of an image, depending on what kind of mood you’re trying  
� WR�FRQYH\��<RX�PLJKW�ZDQW�WR�WXUQ�D�FRORU�SKRWR�LQWR�D�EODFN�DQG�ZKLWH� 
� LPDJH�WR�FUHDWH�D� IHHOLQJ�RI�D�GLHUHQW�HUD��RU�DGG�D�VHSLD�WRQH�HHFW�� 
� IRU�D�IHHOLQJ�RI�DQWLTXLW\��+DYH�IXQ��:KDWHYHU�\RX�GHFLGH��DQ\�QHZ�LPDJH 
 you save will not overwrite your original.
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 Borders
� <RX�FDQ�DGG�D�QXPEHU�RI�GLHUHQW�ZKLWH�RU�EODFN�ERUGHUV�WR�\RXU�SKRWRV� 
 to make them appear to stand out more prominently.

 Once you’re done editing your images, they can be set as your wallpaper  
 or shared with friends using Twitter (if installed and signed in), email or  
 Bluetooth, by selecting the       share icon.
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Music App 
0XVLF� �03��� $$&�� :$9� DXGLR� ȴOHV�� FDQ� EH� DGGHG� WR� \RXU� )LUHIR[� 26�
phone. Files can be sorted by playlist     , artist      or album      , and album 
DUW�LV�FDUULHG�WKURXJK�WR�WKH�PXVLF�DSS�GXULQJ�ȴOH�WUDQVIHU��6RQJV�FDQ�EH�
further categorized and searched for by the highest rated, recently added, 
PRVW�SOD\HG�RU�OHDVW�SOD\HG�VRQJV��7KHUH�LV�DOVR�D�VKXɞH�IHDWXUH������XQGHU�
the playlist menu to play a mix of all your songs at random. DRM-free 
songs can also be shared with friends using Bluetooth, by long-pressing 
on the song and making sure you are connected with another Bluetooth 
device.
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How to use the Music App

 Tap the Music app to get started.

� 7R�SOD\�D�VRQJ��WDS�WKH�UHODWHG�DOEXP�DUWZRUN�RU�ȴQG�WKH�VRQJ�\RX�DUH� 
 looking for by searching your playlists      , artists       or albums      .

� <RX�ZLOO� VHH� WKH� VRQJ�GHWDLOV�� DOEXP�DUWZRUN�� QDPH�RI� WKH� DOEXP�DQG� 
 song title, star rating and controls to pause, advance to the next song  
� RU�JR�EDFN�WR�WKH�SUHYLRXV�VRQJ��<RX�FDQ�VHOHFW�WR�UHSHDW� � � � � WKH�VRQJ� 
� RU�UDWH�LW��<RX�FDQ�DOVR�WXUQ�VRQJ�VKXɞH������RQ�RU�R�SURYLGLQJ�\RX�KDYH� 
 more than one song in your playlist or album.

� <RX�FDQ�FORVH�WKH�PXVLF�DSS�DQG�RSHQ�DQRWKHU�DSS�DQG�WKH�PXVLF�ZLOO� 
 play in the background.

 To get back to the music app, you can either tap it again from the home  
 screen or simply long-hold the home button and locate the music app  
 from the multitasking menu.
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Here’s how to add this music to your Firefox OS phone:

1. In the Settings app     , scroll down to the Device section and tap ‘Media storage.’

2. In the Media storage settings, enable ‘USB mass storage.’

3. Connect your Firefox OS phone to your computer using a USB cable. 

4. On a PC, you will see the phone’s SD card appear on the desktop as an additional drive. On a Mac, click  
 the ‘Finder’ in the dock. A new Finder window will open and you should see your phone’s SD card listed  
 in the left sidebar under ‘Devices.’

5. Select your SD card in the left sidebar (on PC or Mac). 

���&RS\�DQG�SDVWH�\RXU�PXVLF�ȴOHV��RU�IROGHUV�ZLWK�PXVLF�ȴOHV�LQ�WKHP��RQ�WR�WKH�6'�FDUG�ZLQGRZ��

���:KHQ�\RX�DUH�ȴQLVKHG��HMHFW�WKH�6'�FDUG�IURP�\RXU�FRPSXWHU�DQG�GLVFRQQHFW�\RXU�SKRQH��<RX�FDQ�QRZ� 
 access your music in the Firefox OS Music app     .

ΖI�\RX�ZDQW�WR�DGG�PXVLF�IURP�D�PXVLF�SURYLGHU��\RX�PXVW�FKHFN�ZKLFK�ȴOHV�DUH�'50�IUHH��L�H��QRW�ORFNHG�WR�\RXU�SURYLGHU��DV�WKHVH�DUH�WKH�RQO\�VRQJV�\RXȇOO�EH�DEOH�WR�WUDQVIHU�
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FM Radio
The FM Radio allows you to listen to live radio broadcasts by simply plugging 
in your headphones (which act as an antenna). When opening the FM Radio 
DSS�DQG�ȴQGLQJ�D�VWDWLRQ�\RX�OLNH��\RX�FDQ�ERRNPDUN�LW�E\�VHOHFWLQJ�WKH�VWDU�
icon      for quick access to the station later.

Video Player   
<RX�FDQ�WDNH�YLGHRV�ZLWK�WKH�FDPHUD�DSS�DQG�YLHZ�WKHP�HLWKHU�LQ�WKH�*DOOHU\�
RU�WKH�9LGHR�3OD\HU�DSS��<RX�FDQ�LPSRUW�YLGHRV��+�����DQG�93��IRUPDWV��WR�
the Video Player app using the same method for adding music. Videos can 
be quickly reviewed using the play bar at the bottom of the screen.

16



Nokia HERE Maps
+(5(�0DSV�IURP�1RNLD�RHU�D�ULFK�VHW�RI�IHDWXUHV�IRU�QDYLJDWLRQ�LQFOXGLQJ�
0DS��6DWHOOLWH��3XEOLF�7UDQVSRUW�DQG�/LYH�7UDɝF�YLHZV��6HDUFK�IRU�3RLQWV�RI�
Interest (POI), view local reviews or share and create your own POIs with 
1RNLD�Ȇ&ROOHFWLRQV�ȇ�<RX�FDQ�XVH�Ȇ&ROOHFWLRQV�ȇ�WR�VDYH�32ΖV�LQ�1RNLDȇV�&ORXG�
and access them from any connected computer, or your Firefox OS device.  
<RX�FDQ�DOVR�VDYH�PDSV�IRU�RɞLQH�XVH�ODWHU�

Using the device’s GPS and location services, HERE Maps can pinpoint your 
location (when you grant the app permission) and give you directions (car, 
ZDONLQJ�DQG�SXEOLF� WUDQVSRUWDWLRQ�� WR�JHW�\RX�WR�\RXU�GHVWLQDWLRQ��7UDɝF�
Incidents allows you to view Accidents, Construction, Congestion and other 
WUDɝF�FRQGLWLRQV��

Internet Sharing (WiFi Hotspot)
<RX�FDQ�XVH�\RXU�)LUHIR[�26�SKRQH�DV�D�:L)L�KRWVSRW� �WKLV�PD\�UHTXLUH�
an additional service fee depending on your carrier) by going to ‘Settings 
/ Internet Sharing / WiFi hotspot.’ Here you can change the name of your 
hotspot, add a security password and decide if you would prefer to tether 
your phone to a USB-connected device, such as a laptop, instead of  
using WiFi.
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SMS
<RX�FDQ�HDVLO\�VHQG�DQ�606�E\�RSHQLQJ�WKH�606�DSS��VHOHFWLQJ�D�FRQWDFW�
and writing a message to them. Threaded SMS view allows you to keep 
track of your individual conversations. 

Multitasking
By holding down the home key, you can quickly switch between running 
apps by swiping the app windows to the left or right and can stop apps 
running by pressing the ‘x,’ or swiping the apps window up. 

18



:HE�$SSV�DQG�$GDSWLYH�$SS�6HDUFK�

Mozilla is unlocking the Web as the platform for apps because the Web enables limitless innovation and 
allows every Web developer to easily create and distribute HTML5 apps. With Firefox OS, you can easily 
GLVFRYHU�DSSV�WKDW�\RX�QHHG�RQO\�RQFH��RQH�WLPH�XVH�DSSV��RU�ȴQG�DSSV�WKDW�\RX�PLJKW�GRZQORDG�WR�XVH�
frequently. Firefox OS gives you a completely customized experience and helps you get the exact content 
you want, when you want it.

Developers can now build apps powered by open Web standards (like HTML5, JavaScript and CSS) and new 
Mozilla pioneered Web APIs that enable Web apps to access the underlying capabilities of the handset 
SUHYLRXVO\�RQO\�DYDLODEOH� WR�QDWLYH�DSSV� �H�J��FDPHUD�� WHOHSKRQ\��PHVVDJLQJ��%OXHWRRWK���$QG� MXVW�EHFDXVH�
Firefox OS is built on Web technologies doesn’t mean you have to be connected to the Web to use any of the 
core phone features, like making a call. 

App Search that Adapts to Meet Your Needs
Firefox OS reinvents app discovery by constantly adapting to your life and interests at any given moment, 
providing you with a list of relevant, new and previously downloaded apps based on the topics or search 
terms you enter. When you swipe to the right from the home screen, you are presented with a search bar 
and list of apps by topic for the Adaptive App Search. If you enter the name of your favorite soccer team in 
the search bar, your phone background image will change to represent your team and bring up multiple 
app options — maybe for buying tickets or merchandise, getting the latest team news, or getting answers to 
DOO�\RXU�TXHVWLRQV�DERXW�\RXU�WHDP�IURP�:LNLSHGLD��ΖW�PDNHV�LW�IDVW�DQG�HDV\�WR�ȴQG�WKH�DSS�IRU�ZKDW�\RXȇUH�
interested in at any moment.

2QFH�\RX�ȴQG�DQ�DSS��\RX�FDQ�XVH�LW�RQFH�RU�GRZQORDG�DQG�NHHS�LW��-XVW�ORFDWH�WKH�RUDQJH�A�DUURZ�DW�WKH�
bottom right of your screen to either refresh the page or save the app as a favorite by tapping the star  
LFRQ��������<RX�FDQ�VDYH�MXVW�WKH�DSS�RU�WKH�DSS�LQFOXGLQJ�WKH�VHDUFK�WHUP�WR�\RXU�KRPH�VFUHHQ�
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Firefox Marketplace 
$QRWKHU�ZD\�WR�ȴQG�DSSV�LV�WKURXJK�WKH�)LUHIR[�0DUNHWSODFH��ZKLFK�RHUV�
apps in categories like games, news and media, business and productivity. 
These Web apps can be tied to you and your online identity using Persona, 
Mozilla’s online identity system, which in the future will allow you to take 
your apps across multiple devices and platforms. Leading mobile apps and 
Web developers around the globe have leveraged the power of the Web 
unlocked by Mozilla to release apps in the Firefox Marketplace.

To try it out, select the Firefox Marketplace icon       from your home screen 
DQG�\RX�ZLOO�VHH�D�QXPEHU�RI�GLHUHQW�DSS�FDWHJRULHV�LQFOXGLQJ�)HDWXUHG�
DSSV�DQG�1HZ�DQG�3RSXODU�DSSV��<RX�FDQ�UDWH�RU�UHYLHZ�DQ\�DSS��

Any app can be downloaded by simply tapping on the app and pressing 
WKH�LQVWDOO�EXWWRQ��<RXȇOO�QRWLFH�WKH�LQVWDOO�KDSSHQV�LPPHGLDWHO\��VDYLQJ�WKH�
app to your home screen. There’s very little waiting during install or when 
updating apps because most apps are Web-based. 
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3ULYDF\�DQG�6HFXULW\�

)LUHIR[�OHDGV�WKH�LQGXVWU\�LQ�RHULQJ�SULYDF\�DQG�VHFXULW\�IHDWXUHV�OLNH�'R�1RW�7UDFN�WR�JLYH�\RX�PRUH�FRQWURO�
over your personal browsing information. 

App Privacy and Do Not Track
Do Not Track lets you tell websites and apps that you would like to opt-out of tracking used for advertising. 
0R]LOOD�LQWURGXFHG�'R�1RW�7UDFN�WR�WKH�PDUNHW�DQG�)LUHIR[�ZDV�WKH�ȴUVW�GHVNWRS�DQG�PRELOH�EURZVHU�WR�RHU�
the privacy feature. Firefox is leading the Web toward a universal standard with this feature. Do Not Track 
FRPHV�R�E\�GHIDXOW�RQ�)LUHIR[�26��EXW�FDQ�EH�HDVLO\�HQDEOHG�E\�JRLQJ�WR�Ȇ6HWWLQJV���'R�1RW�7UDFN�ȇ

Firefox OS Security
Mozilla is an industry leader and trusted advisor when it comes to Web security. In Firefox OS, Mozilla has 
implemented a comprehensive, integrated and multi-layered security model that delivers best-of-breed 
protection against security risks. This includes:

 Employing implicit permission levels based on an app trust model

 A sandboxed execution at runtime

 API-only access to the underlying mobile phone hardware

 A robust permissions model, and a secure installation and update process

For more information on Firefox OS Security visit:developer.mozilla.org/Firefox_OS/Security
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7KH�:HE�LV�WKH�3ODWIRUP�

Firefox OS is built on an open platform, using a Linux kernel to boot into a Web runtime environment 
using Mozilla’s “Gecko” Web engine, the same engine that powers the Firefox browser. Gecko exposes 
the hardware capabilities of the phone to Web content through Mozilla pioneered Web APIs. Firefox OS 
enables the development of smartphones where every feature can be developed as a Web application 
(calling, messaging, browsing, etc.), where access to the underlying capabilities of a smartphone (Bluetooth, 
battery status, contacts) were previously only available to native apps. 

The Streamlined Firefox OS Software Stack 
Gaia: User Interface
Firefox OS delivers a beautiful, clean, intuitive and personalized user experience that is completely based on 
+70/��DQG�RSHQ�:HE�WHFKQRORJLHV��<RX�PD\�VHH�GLHUHQW�YDULDWLRQV�RI�WKH�)LUHIR[�26�GHYLFH�XVHU�LQWHUIDFH�
as modifying the look and feel is as simple as editing a website. 

Gecko: The Web Runtime
Firefox OS is built with Mozilla’s Web runtime, the same Gecko rendering engine that powers the Firefox 
Web browser. The application layer is developed exclusively with open Web technologies, like HTML5, CSS, 
and JavaScript without the need for a single-vendor native API layer between the Web engine and the kernel. 
Why? Because we developed Web APIs to access the underlying capabilities of the handset previously only 
available to native apps. The smaller stack means Firefox OS can also target low to high-end hardware.

Gonk: Kernel and Drivers 
7KLV�OHYHO�FRQVLVWV�RI�WKH�NHUQHO��V\VWHP�OLEUDULHV��ȴUPZDUH�DQG�GHYLFH�GULYHUV�IRU�HQDEOLQJ�FHUWDLQ�KDUGZDUH�
features such as Bluetooth to talk to apps accessing the Web Engine. Firefox OS phones use an open Linux 
kernel which shares some of the same components used by many mobile device manufacturers today.
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wiki.mozilla.org/WebAPI


HOW FIREFOX OS CONNECTS 
HTML5 TO HARDWARE

Gaia: 
User interface with 
HTML5-based Web content

Gecko: 
Web runtime with 
open Web APIs 

Gonk: 
Open Linux kernel 
and drivers 

Removed: 
Single-vendor native 
API layer between 
engine and kernel
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The vibrant Mozilla community and our dedicated partners have worked hard to  
bring the best smartphone experience possible to get the next billion people online.  

If you have any questions, please do not hesitate to contact 
 press@mozilla.com.

mailto:press@mozilla.com


Visit https://blog.mozilla.org/press
for the latest news and media resources.
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