


situations where TRRs engage in legally required blocking practices?
(For example: publicly available transparency reports with blocked
domain names by country.)

Comment: Listing blocked names will in some cases be illegal. For example, in the US you could not
share/publish the list of sites in the NCMEC list and I believe the UK has similar protected lists. I think instead
it is sufficient to ask a TRR to disclose in their policies that they must comply with such block orders and to
specify the types of blocks (e.g. under code XXXX of law, due to court order, etc.).

3. What are the best ways to gain global adoption/support of the DoH
standard amongst ISPs and DNS providers?

Comment: Signup ISPs and DNS operators in countries such as Germany and the UK where government-
mandated blocks are a fact of operational life. Do this by creating a reasonable carve out in the TRR policy to
accommodate operators that are required to take blocking action but are not otherwise in the business of doing
so. My perception is they are quite willing to become TRRs and that in doing so would make a range of pro-
privacy improvements so the net result would be overwhelmingly positive & further Firefox's privacy and
security goals.

<end of comments>




