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DoH is not enforced by default, and for the average user who does not enforce DoH-always, it seems that DoH
can be trivially disabled by a snoopy ISP using the canary domain.

In other words, the same tool that gives a local administrator the ability to disable DoH can be abused by a
nefarious ISP.



https://support.mozilla.org/en-US/kb/canary-domain-use-application-dnsnet



