


violation of legal or contractual compliance have DoH
enabled,
3. An automated Geo-IP-infrastructer is used to control
Opt-In vs Opt-Out behaviour and the errors from this
infrastructure can cause harm to users.

Some mitigations to these two problems might be:
- Distribute an EU-version of Mozilla Firefox with only fully
GDPR-compliant TRR's, necessarily excluding any US-based corporations.
- Design a very considerate wizard and require users to actively opt-in
to using DoH.
- Implement multiple layers of controls that must pass before DoH
becomes activated.

In closing, moving the world towards more transparency on block-lists,
especially when done for purely commercial reasons, is a worthwhile
goal. But undervaluing or not properly understanding the challenges
posed by the total sum of the world's jurisdictions risks causing actual
physical harm to users of your products, an harm for which utimately
Mozilla bears liability. For this reason, the safest option is to allow
users to opt-in to using DoH, and make this an active choice for users.

Best regards,
Martin Millnert, Sweden




