Some of the internet safety and security measures that have been built over the years involve the DNS.
Parental controls, for example, generally rely on the ISP blocking domains for their end users. The
Internet Watch Foundation (IWF) also ask ISPs to block certain domains because they are hosting child
sexual abuse material. The basis for these practices exits not only through the policies of ISPs, but
through local laws and regulations. We believe that DoH, if implemented responsibly, can be compatible
with all of these.
However, Mozilla must place these obligations to the security and safety of end users front and centre in
approving an TRR. We would welcome clarification from Mozilla on what basis it will approve TRRs and if
support for this level of filtering would be included in the criteria. To note as well, publishing filtering
lists – in many jurisdictions – is likely to prove unlawful for some content and have unintended
consequences (for example providing a directory for those seeking out unlawful content).

Mozilla should also clarify by what means it will ensure compliance with local Law Enforcement Agencies
(LEAs) can be met with confidence by approved TRRs. The rollout of DoH in the UK and the rest of
Europe will also raise several issues related to General Data Protection Regulation (GDPR). Nominet
believes a one-size-fits-all approach to these challenges is unlikely to work.
Our preference would be for Mozilla to recognise a local TRR located within the UK, that can be
genuinely subject to UK laws and GDPR. Doing so will ensure confidence and accountability for UK
citizens for the rights they have under law. We believe this will be essential to long -term confidence in
DoH in general and securing Mozilla’s own objectives for user trust and privacy.
There is need for greater maturity in the TRR landscape to support safe adoption of DoH. Today, there is
a possibility that large volumes of traffic could be centralised into just a few components of recursive
infrastructure. This has implications for resilience, and we would urge Mozilla to assess prospective TRRs
on the basis of genuine transparency and accountability, while also ensuring choice rather than further
consoldation.
We would also ask Mozilla to clarify by what means it would address any misconduct on the part of a
TRR, as we believe this is unclear as proposed. While we welcome Mozilla’s proposal for third -party audit

in principle, we also ask for clarity as to how an auditor would be chosen, and paid, and whether their
findings would be made public.

Nominet is also concerned about potential implications for cyber security in enterprise settings. M any
organisations currently use the DNS to secure their networks, by blocking domains known to contain
malware. All these measures could be undermined by a flawed introduction of DoH. We would therefore
welcome Mozilla’s comment on what measures it can take to allow organisations to properly configure
use of DOH in their workplaces and work devices.

